Identity Finder End User’s Guide
According to the Gallaudet University T1.Information Security Agreement (ISA) (link: http://www.gallaudet.edu/Documents/GTS/T1-Gallaudet-InfoSecurityAgreement-FY15.pdf) and Gallaudet Technology Services Information Security Guidelines (link: http://www.gallaudet.edu/gts/technology_policy/information_security_guidelines.html)
Personally Identifiable Information (PII) is defined as information that is a subset of individual and student information, including demographic, financial, or sensitive information collected from an individual and:

·  That identifies the individual; or

· With respect to which there is a reasonable basis to believe the information can be used to identify the individual.
Examples of PII data include date of birth, full name, National Identification Number, Driver’s License Number, birthplace, credit card numbers, login name and many more. For more information perform a Google search on PII.
In addition, Protected Health Information (PHI) is defined as a subset of personally identifiable information maintained in permanent health records and/or other clinical documentation in either paper-based or electronic format. There are 18 identifiers of PHI which include names, geographic data, all elements of dates, and so on. 
Information regarding data retention and storage can be found using this link to GTS Data Backup webpage: http://www.gallaudet.edu/gts/technology_policy/data_backup.html.  

Guidelines on employee access and responsibilities with regards to PII and PHI data are also outlined in the T1 ISA that all employees of Gallaudet University must sign as an acknowledgment to follow these guidelines. The main responsibility and the focus of this document is to “Maintain the confidentiality of information to which I am given access privileges.” 
In offices known to use and maintain personal information, the Identity Finder application has been installed to assist in auditing the storage of this data on local workstations.  As there are valid uses of PII, it is the duty of both Management and associated responsible staff to identify and maintain this data in a secure fashion, be that relocation of files to a secure network share, locally securing the data via encryption or removing/destroying files that are no longer needed.
Using Identity Finder:
Identity Finder searches for questionable or curious information stored locally on workstation hard drives.  Regular scans are performed and reports provided to workstation owners and department managers.  Detailed review and, as necessary, securing and/or removal of data is a user activity.  The procedure below outlines the steps necessary to launch a scan in Identity Finder and act on the results to redact or remove PII from files.
1.  Start Identity Finder

From the Start menu, select Programs/Identity Finder/Identity Finder

2.  In the main Identity Finder window, click the “down arrow” on the Start button in the ribbon.  

A.  Click “Start Search” to initiate a scan of files within your My Documents folder.
B.  Click “Start Search Wizard” to customize the location and types of information to be identified.
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3.  When the scan begins, you will be presented with a progress window.  This is informational only.
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4.  Upon completion, a summary of the findings will be displayed, showing the number of files (locations) searched, the number of files that have at least one piece of suspected PII and the total number of matches identified during the scan.  

Click “Advanced” to review the results.
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5.  Detailed results for the scan are displayed.  Individual files are expanded to show the specific PII data identified.  Clicking on an item in the “Identity Match” column will provide the context of the match in the “Preview Pane” on the far right.  
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6.  At this point, a decision regarding how to handle the data must be made.  There are three remediation actions that address the majority of PII data that is identified:  


Scrub – mask sensitive data while leave all other information in tact.  (a.k.a. Redacting)


Shred – delete the file containing sensitive data and overwrite it with garbage


Ignore – prevent Identity Finder from alerting on this data in the future (used for false reports of non-PII)
Interrogate each match using the Questions below and select the relevant Action.


Question1:  Is this data PII and not a false report?



No:  Action = Ignore


Yes:  move to Question2


Question2:  Is the file needed?



No:  Action = Shred



Yes:  move to Question3


Question3:  Does the PII need to be stored in this file?



No:  Action = Scrub



Yes:  Consult with ITS Security Department to identify appropriate storage location and safeguards.

Select and Right-click on a file or specific Identity Match.  Select the appropriate action based on requirements for retaining the data.  Repeat as necessary for all items identified in the scan.

7.  (Optional) If further review of identified data is required, a report can be saved to aid in additional analysis.  When the review is complete, Shred the report file using the method noted above.
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If you have any questions or comments about this document and/or Identity Finder in general please contact:

Brett Wasley, CISSP

Information Security Officer, GTS

Gallaudet University
brett.wasley@gallaudet.edu
2026515203 (V)
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